


WHO WE ARE?

} CYBER SECURITY TRAINING & CONSULTING COMPANY.
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OUR TRAINING CRITERIA

» Corporate Area:

® |T Training Firms

® |T Organizations/ Society
@ |T Consultants

® |T Experts

® |T Officers

@ IT Institutions & Colleges

» Individuals:

® |T Graduated or Computer
Science Students

® School Students

® College Students

® |T Professionals

® |T and LAW Officers

» Governance:

® Security Agencies
® Security Groups

® Govt. IT Institutions
® |T Govt. & Security Officers
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Asecurity operations center (SOC) is a facility that houses an
information security team responsible for monitoring and
analyzing an organization's security posture on an ongoing
basis. The SOC team'’s goal is to detect, analyze, and respond
to cybersecurity incidents using a combination of technology
solutions and a strong set of processes. Security operations
centers are typically staffed with security analysts and
engineers as well as managers who oversee security
operations. SOC staff work close with organizational incident
response teams to ensure security issues are addressed
quickly upon discovery.

Security operations centers monitor and analyze activity on
networks, servers, endpoints, databases, applications,
websites, and other systems, looking for anomalous activity
that could be indicative of a security incident or compromise.
The SOC is responsible for ensuring that potential security
incidents are correctly identified, analyzed, defended,
investigated, and reported.




ReconForce Pvt. Lid. provides customized secure code
review services to help you identify and fix security
vulnerabilities in your application at the development stage. A
number of security loopholes in both web and mobile apps
originate right when the code is being written and developers
either ignore or are unaware of secure coding practices. A
secure code review is perhaps a better investment of your time
and resources than penetration testing is and can help you fix
basic flaws when it is still quick and easy to do so, and before
any major damage has been done. While a number of app
development companies use automated solutions to scan their
code, these tools are often not adequate to detect and address
all security issues in application code

Our code review team has years of experience both creating
applications and conducting secure code reviews. We use a
combination of automated and manual reviews to find and
suggest fixes for coding errors that may eventually lead to
serious security issues.

VA/PT Services

Vulnerability Assessment and Penetration Testing (VAPT) are
both security services that focus on identifying vulnerabilities in
the network, server and system infrastructure. Both the
services serves a different purpose and are carried out to
achieve different but complimentary goals.

A Penetration Test is an in-depth expert-driven activity focussed
on identifying various possible routes an attacker could use to
break into the network. In-addition with the vulnerabilities it also
identifies the potential damage and further internal compromise
an attacker could carry out once they are past the perimeter.

Any and all devices with an IP address can be considered for
@ VAPT activity.
Penetration Testing should focus on your organizations
@xternal parameters (IP Addresses, Offices, People, etc)
Vulnerability Assessment should focus on your internal
Mfrastructure (servers, databases, switches, routers, desktops,
firewalls, laptops, etc)




RED TEAMING

Red Team testing is also known as an Adversary Simulation or
simply Red Teaming. During Red Team testing, highly
experienced security professionals take on the guise of a real
attacker and attempt to breach the organization’s cyber
defences. The attack scenarios they enact are designed to
exercise various attack surfaces presented by the organization
and identify gaps in preventative, detective, and response
related security controls. These attacks leverage a full range of
tools available to the most persistent attackers—including
social engineering and physical attack vectors, from careful
crafted phishing emails to genuine attempts to breach onsite
security and gain access to server rooms.

Prior to the assessment, rules of engagement are established
between the Red Team members and the smallest possible set
of participants within the organization to be tested. This
number will vary but is typically no more than 5 people in key
positions to view the organizations detection and response
activities. Based on the rules of engagement, a Red Team may
target any or all of the following areas during the exercise:
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CONTACT US:

@ +01-8595756252 | +91-8800874869

@ Info@reconcyhersecurity.com

www.reconcyhersecurity.com

A-115, Gali No - 1, Main Shakharpur Road, Laxmi
<> Nagar, Delhi-110092, Near Metro Pillar No - 34

Galino 8, Plot No 308, Main Market Sant
<> Nagar Burari Near aggarwal sweets, Delhi 110084



