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") OVERVIEW

In this course, student will learn Basic to Expert Penetration Testing
techniques to find out vulnerabilities and how to exploit them, Like: Bug
Hunting, VA/PT, API Testing, Ctf Expert, etc.

"] PRE-REQUISITES

Students should already be familiar with any operating system
(Like: Windows Or Linux).
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"] WHO WE ARE

We promise to offer the best training and certification programs to our students.
We provide the programs and resources you need to succeed if you are just
beginning your Cyber security career or are an experienced expert wishing to
develop your skills. Contact us today to learn more about our training and
certification options!

| WHY CHOOSE US

Welcome to our Cyber Securlty Training Institute, f

where we are committed to giving individuals /

and organisations who want to protect

their digital assets thorough training and

certification programmes. Our

knowledgeable Trainers will bring you

through the complexities of cyber

security with their cutting-edge expertise

and practical experience. You will learn

useful methods and abilities to protect

yourself from online dangers, such as ethical

hacking, network security, incident response,

and other things. Our programmes give you - 5
the opportunlty to hone your skills and grow your profession through practlcal
lab experiences and individualised coaching.




LEVEL 1 :

15 Months INDUSTRIAL EXPERT CYBER SECURITY DIPLOMA
ADVANCED NETWORKING

COURSE DURATION: 45 hrs
Module 01:
Module 02:
Module 03;
Module 04:
Module 05:
Module 06:
Module 07:
Module 08;
Module 09:
Module 10:
Module 11:
Module 12:

Introduction To Networking
Fundamentals of Networking
OSI Model v/s TCP/IP

TCP v/s UDP

Mac Address

IP Addressing

IP Addressing v4 (IPv4)

IP Addressing v6 (IPv6)
Subnetting

Network Cabling

Router Fundamentals

Lab Configuration on Packet tracer

ETHICAL HACKING

LEVEL 3 : COURSE DURATION: 50 hrs

Section

Module 11

: Kali Linux Hands on Training
Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
: System Hacking
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:
Module 20:
Module 21:
Module 22:
Module 23:

Introduction to Ethical Hacking
Reconnaissance

Active Foot-Printing

Passive Foot-Printing

Finger Printing A/P

Scanning Networks

Host Discovery

TCP/UDP Port Scanning
Vulnerability Scanning
Enumeration

Physical Access (Win. / Linux OS)
Malware & Threats
Virus / Worms
Trojan Horse
Ransomware
Polymorphic Virus
Macro Virus

Micro Virus

Rootkit

Social Engineering
Phishing Attacks
Vishing Attacks

Y THON PROGRAMMING

LEVEL 3: COURSE DURATION: 50 hrs

Module 01:
Module 02:
Module 03:
-Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
~"Module 19:

Introduction To Python
Environment Setup
Basic Syntax
Comments

Variables

Data Types

Operators

Division Making
Loops

Numbers Module 11: Strings
Lists

Tuples

Dictionary

Date & type

Function

Modules

Files I/0

Exceptions

Module 13:
Module 14:

Module 15:
Module 16:
Module 17:
Module 18:
Module 19:

Module 20:
: OSPF
Module 22:
Module 23:
Module 24:
Module 25:
Module 26:

Module 21

Module 24:
Module 25:
Module 26:
Module 27:
Module 28:
Module 29:
Module 30:
Module 31:
Module 32:
Module 33:
Module 34:
Module 34:
Module 36:
Module 37:
Module 38:
Module 39:
Module 40:
Module 41:
Module 42:
Module 43:
Module 44:
Module 45:

Router, Switch And PC Communication

Routing Protocols

Default Routin -

Static Routing X

Static routing With Subnettmg
Dynamic Routing

RIP

EIGRP

DHCP

NAT - Network Address Translation
VLAN - Virtual Local Aria Network ™
ACL - Access Control Line
BGP

Denial of Service

DOS

DDOS

Session Hijacking

Wireless Hacking

WEP / WPA / WPA2 Wi-Fi Hacking
Mobile Hacking

Hacking Web-Application

SQL Injection

Automatic tool based

Manual SQL Injection

Hacking Web Server

Sniffing / Sniffers

MITM Attack

DNS Attack

DHCP Attack

MAC Address Attack

IDS, Firewall, Honeypot
Cryptography

Basics of Cloud Computing/ Hacking
loT Hacking

Basics of Penetration Testing
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CYBER FORENSICS

LEVEL 4 : COURSE DURATION: 40 hrs

Module 01: Introduction to Digital Forensics
Module 02: Inevitability During Computer Forensics

«Investigation, Maintaining Integrity, Chain of Custody,Write Blocker
Module 03: Data Acquisition - Copying and Imaging with FTK Imager
Module 04: OS Forensics

*RAM Dump, Ram Dump Analysis
Module 05: Checking the Integrity of Files using the concept of Hash Value }
Module 06: Browser Forensics :
Module 07: Multimedia Forensics
Module 08: Anti-Forensics Techniques
Module 10: Investigation methodology and digital devices
Module 11: Storage Media

«Logical structure, GUID and partition table, File system
Module 12: Network Forensics

*Network protocols and investigating routers
Module 13: Network Forensics Cont.
Module 14: Malware

*Analyzing malware
Module 15: Memory Forensics

*Memory forensics and analyzing volatile memory
Module 16: Digital forensics tools

«Creating and analyzing disk images

*Recovering deleted data and craving files from unallocated space
Module 17: Cryptanalysis

*Encryptions and decryption tools, Forensics data analysis tools
Module 18: Process of Investigation

*Roles and responsibilities

«ldentifying and containing security breaches

+Digital evidence collection and preservation

Incident investigation and reporting

CYBER SECURITY
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Module 19:

Lab Sessions

*Caine Installation

*USB packer sniffer
*Encryptions practical

*Event viewer-windows forensics
*Memory forensics

+Mail forensics basics

PENETRATION TESTING

LEVEL 5 : COURSE DURATION: 40 hrs

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
‘Module 08:
Module 09:
Module 10:

How to plan your PT

Scooping your Penetration Testing
Network & Web-Application
Scanning Vulnerability

Port Scanning

Script scanning

Enumeration

Service & Version Scanning
Web-Application Scanning
Exploitation with Metasploit

WEE-APP PENETRATION TESTING

LEVEL 6 : COURSE DURATION: 40 hrs

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
~ Module 09:
Module 10:

Introduction to Web-App Pen-Testing
Finding Subdomains

Understanding HTTP

Access Control Flaws

Ajax Security

Authentication Flaws

Buffer overflows

Code Quality

Concurrency Flaws

Cross Site Scripting

Module 21:
Module 22:
Module 23:
Module 24:
Module 25:

Module 11:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:

Module 11:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:
Module 20:

Windows forensics
Dark web forensics
Cloud forensics
Email forensics
Mobile forensics

Exploit Vulnerability

Bind & Reverse Shell
Payload Creation, etc.
Post-Exploitation

Pivoting Attack

Browser exploitation

BEEF Exploit

In-Depth Password Attacks
John the Ripper

Improper Error Handling
Injection Flaws

Denial of Service

Insecure Communication
Insecure Configuration
Insecure Storage

Malicious File Execution
Parameter Tampering
Session Management Flaws
Challenge Online Platform




Module 04

> PENETRATION TESTING

LEVEL?’ CDUHSE DURATION 40 hrs
Module 01:
Module 02:
Module 03:
: APK File Structure

Introduction to Mobile-App Testing
Lab setup
Android Architecture

Module 05: Reversing with APKtool/ Jadx-GUI

Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:

Reversing with MobSP

Static Analysis

Scanning Vulnerabilities with Drozer
Improper Platform Usage

Log Analysis

Insecure Storage

« LEVEL 8 : COURSE DURATION: 40 hrs

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:

Introduction

Introduction to 10S Apps
Challenges with 10S lab setup
Lab setup with jailbreaken I0S device
Setting up XCODE

Installing Apps in I0S device
Decrypting 10S applications
Introduction to SecureStorev2
Dumpping class information
Jailbreak detection bypass
108 Traffic analysis

: HUNTING

) LEVELQ COURSE DURATION: 70 hrs

Module 01:
Module 02:
Module 03:
Module 04:
Module 05;
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:
Module 20:
Module 21:
Module 22:
Module 23:
Module 24:
Module 25:
Module 26:
Module 27:
Module 28:
Module 29:

Introduction

Information Gathering
BurpSuite Introduction
Cross Site Scripting (XSS)
Host Header Injection

URL Redirection

Parameter Tempering

HTML Injection

SQL Injection

File Inclution

Missing SRF Record

No rate Limiting

Source Code Discloser

Long Password Attack

IDOR

Server Site Request Forgery (SSRF)
Cross Site Request Forgery (CSRF)
Hostile Subdomain Takeover
S3 Bucket Takeover
Command Injection (RCE)
File Uploading

XML External Entity Injection
Buffer Overflow

Wordpress Vulnerability
Joomla Vulnerability

Drupal Vulnerability

CMS Vulnerability Hunting

HSTS ( HTTP Strict transport security) “

Session Fixation

Module 30: Account Lookout

Module 31

: Password Reset Poisoning
Module 32:

Identity Management test Testing

Module 33: Authentication Testing

Module 34:
Module 35;

Cryptographic Vulnerability
Session Management Testing

* Module 12:
1 Module 13:
= Module 14:
= Module 15:
Module 16:
= Module 17:
* Module 18:

® Module 19:
= Module 20:
= Module 21:

® Module 12:
% Module 13:
' Module 14;
' Module 15:
" Module 16:
“ Module 17:
* Module 18:
Module 19:;
" Module 20:
% Module 21:
= Module 22:
" Module 23:
Module 24:

% Module 36:
% Module 37:
= Module 38:
= Module 39:
Module 40:
" Module 41:
* Module 42:
» Module 43:
" Module 44:
“ Module 45:
= Module 46:
® Module 47:
® Module 48:
® Module 49:
Module 50:
» Module 51:
® Module 52:
* Module 53:
1 Module 54:
Module 55:
» Module 56:
® Module 57:
= Module 58:
I Module 59:
= Module 60:
= Module 61:
i Module 62:
Module 63:

Insecure Communication

Hard Coding Issues

Insecure Authentication
Insufficient Cryptography

Code Tempering

Extraneous functionality

SSL pinning

Intercepting The Network Traffic
Dynamic Analysis

Report Preparation

Introduction to Frida / Frida CLI
Frida Scripts to trace HTTP calls
Introduction to end-to-end Encryption
Introduction to hopper

Jailbreak detection using hopper
SSL pinning attack

Pentesting Local Data storage
Pentesting Uninteded Data Leakage
Pentesting client side injection
Traffic Analysis

Run Time Analysis

Network Attacks

Reporting

Exposed Source Code Control System
Apache Structs RCE Hunting
Web Cache Deceptions
Server Side Includes Injection
Ticket Tricks Bug Bounty
Multi-Factor Authentication
HTTPoxy Attact

Webmin Unauthentication RCE
HeartBleed

Appweb Authentication bypass
Ngnix

MySQL Authentication Bypass
DMS Zone Transfer

LOG Injection

Black (Jinja-2) SSTI to RCE
Handloop Vulnerability

CSRF Same Site Bypass

Joot Token Attack

Email Bounce Resource

IVR Call Request Crash

Weak Password Reset
Business Logic Vulnerability
RPC Ping Ball Attack

WAF / MOD Security Bypass
Broken Authentication

Open Redirection

Null Byte Injection

CORS Vulnerability




API TESTING

«' LEVEL 10 : COURSE DURATION: 40 hrs

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:
Module 12:
Module 13:

introduction to API

Postman Lab setup
Preparation for APl Pen-Testing
Lab Setup

OWASP APITOP 10

SQL injection

Command Injection

Offensive XXE Exploitation
Server Side Request Forgery
Cross site scripting E
Transport layer security issues
Mass Assignment attack
Broken Object Level Authorization Issues

E ANALYSIS

i Module 14:
m Module 15:
= Module 16:
» Module 17:
® Module 18:
* Module 19:
» Module 20:
» Module 21:
= Module 22;
= Module 23:
Module 24:
1 Module 25:

File Path Traversal

User Enumeration

Information Disclosure

JSON web token

Unauthorized password change
Excessive data exposure

Lack of Resource & Rate Limiting
Regular Expression DOS attack
BFLA Issues

Billion laugh attack

Hidden API Functionality Exposure
RCE Via Deserilization in API

. LEVEL 11 COURSE DURATION: 35 hrs

Module 01: Introduction to Malware Analysis
Module 02: Basic Of Analysis

Module 03: Advanced Static Analysis
Module 04: Analysing Windows Programs
Module 05: Advanced Dynamic Analysis
Module 06: Malware Behaviour

- CHALLENGE

® Module 07: Data Encoding and Malware
Countermeasures
Module 08: Covert Malware Launching
® Module 09; Antianalysis
» Module 10: Packing and Unpacking
1 Module 11:

Rootkit Techniques

LEVEL 12 : COURSE DURATION: 80 hrs

Module 01:
Module 02:
Module 03:
Module 04:
Module 05:
Module 06:
Module 07:
Module 08:
Module 09:
Module 10:
Module 11:
Module 12:
Module 13:
Module 14:
Module 15:
Module 16:
Module 17:
Module 18:
Module 19:
Module 20:
Module 21:
Module 22:
Module 23:
Module 24:
Module 25:
Module 26:
Module 27:
Module 28:
Module 29:
Module 30:
Module 31:
Module 32:
Module 33:
Module 34:
Module 35:
Module 36:
Module 37:

Introduction

Finding Files

Services in Kali SSH Service
FTP Services

HTTP Service

Mysqgl Services

Service Management

Basic Linux and Commands
Netcat Tutorials

Getting started with NC
Connecting to a Server
Fetching HTTP header
Chatting

Creating a Backdoor
Verbose Mode

Save Output to Disk

Port Scanning

Reverse TCP Shell Exploitation
Randomize Port

File Transfer

Reverse Netcat Shell Exploitation
Banner grabbing

Nmap Firewall Scan
Enumeration

Passive Info Gathering
Reverse Shell

Intro to Overflows

Windows BO Example

Linux BO Example

Using Public Exploits

File Transfers

Linux Privilege Escalation
Windows privilege escalation
Active directory exploitation
Web Application Attacks
Password Cracking

Port Fun

% Module 38:
= Module 39:
» Module 40:
= Module 40:
= Module 42:
= Module 43:
1 Module 44:
» Module 45:
= Module 46:
®= Module 47:
1 Module 48:
Module 49:
Module 50:

Metasploit Framework
Antivirus Avoidance
Overview

Shellter

Veil — Evasion
Thefatratework
Exploits

Payloads
Meterpreter
Additional Payloads
Binary Payloads
Porting Exploits
Post Exploitation

CERTIFICATION PATH AFTER TRAINING

15 Months EXPERT CYBER SECURITY DIPLOMA

e \/\_ s

CEH (Certlfed Ethlcal Hacker) Theory
CHFI (Ec-Council forensic Investigator)
CEH (Certified Ethical Hacker) Practical
ECSA (EC-Council Security Analyst)
C-PENT (Certified Pentester)

LPT ( Licence Pentester)

Lomp | I/

CompTIA A+
CompTIA N+
CompTIA Security+
CompTIA Pentest+

OSCP (PEN200)
OSWE (AWAE)




Every Class Easy

Recordings Repetations
Shareable Hybrid
Content Classes
Checkpoint 24x7
Based Training Support

reECON CY8EerR SECURITS PVT. LTI

(HEAD OFFICE | LAXMI NAGAR, NEW DELHI)

2nd Floor, Gali no 1, Shakarpur, Laxmi Nagar New Delhi 110092

WhatsApp or Call : +91-8595756252, +91-8800874869

. Training@reconforce.in, Info@reconforce.in

reECOMN CHdER SECURITYH PVT. LT

(BRANCH OFFICE | SANT NAGAR BURARI, NEW DELHI)

Ground Floor, Gali no 8, Main Market, Sant Nagar, Burari,
New Delhi 110092

({] WhatsApp or Call : +91-8595756252, +91-8800874869

Trainin g @ reconforce.in v | nfo@ reconforce.in #RECON CYBER SECURITY
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